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ABSTRACT

File metadata is a critical component of modern information and communication systems,
enabling efficient data management and interoperability. However, metadata often contains
sensitive information that may cause confidentiality and privacy risks. Although content-level
security has been widely studied, metadata protection remains insufficiently addressed. This
paper proposes a cryptographic approach to file metadata protection based on structured
metadata classification and selective encryption. Symmetric and asymmetric algorithms are
applied to ensure confidentiality, integrity, and controlled access to sensitive metadata during
storage and transmission. Experimental evaluation shows that the proposed methods provide
strong security guarantees with minimal computational and storage overhead. Comparative
results indicate that the proposed approach is more secure and reliable than traditional
metadata removal and obfuscation techniques, demonstrating its applicability in electronic
government and corporate information systems.

KEYWORDS: File metadata, Information security, Cryptographic algorithms, Information and
communication systems, Data protection.

INTRODUCTION

Metadata is a core component of modern information and communication systems, providing
structured descriptions of digital objects and enabling efficient data management,
interoperability, and automated processing across heterogeneous environments [1]. Standards
such as Dublin Core, XML-based schemas, and XMP support consistent metadata representation
in distributed systems [2]. However, metadata may expose sensitive information even when
the primary content is encrypted.

Security Risks and Limitations

Metadata often contains user identifiers, timestamps, location, and technical attributes that can
be exploited for profiling, traffic analysis, and inference attacks without accessing content data
[3-5]. In electronic government and corporate systems, metadata leakage may also violate data
protection requirements [6]. Existing protection methods mainly rely on removal or
obfuscation, which often disrupt functionality and lack cryptographic security guarantees [7-
9].
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This study aims to develop cryptographic methods for protecting file metadata based on
structured classification and selective encryption. By applying symmetric and asymmetric
algorithms, the proposed approach ensures confidentiality, integrity, and controlled access
while preserving metadata usability and system interoperability [10-11].

Related Work

Existing research on file metadata protection mainly focuses on three directions: metadata
standardization, cryptographic protection, and practical sanitization techniques. Widely used
standards such as Dublin Core, XML, and XMP improve interoperability and machine readability
but also increase the risk of consistent storage and extraction of sensitive attributes across
platforms [12-15].

Several studies demonstrate that metadata leakage alone can reveal identities, behavioral
patterns, and organizational relationships, enabling profiling, traffic analysis, and inference
attacks even when content data remains encrypted [16-18]. These findings highlight the
inadequacy of content-level security mechanisms for protecting sensitive contextual
information.

Cryptography-based approaches aim to provide stronger guarantees by encrypting sensitive
metadata or embedding it into standardized secure containers, enabling controlled access
while preserving integrity and provenance [19-22]. However, such solutions often require
ecosystem-wide adoption and complex key management. In contrast, widely used practical
defenses rely on metadata removal or anonymization tools, which are easy to deploy but may
degrade functionality, interoperability, and auditability, and can be incomplete or reversible for
complex file formats [23-25].

Overall, existing approaches struggle to balance security guarantees with operational usability,
motivating the need for systematic, algorithm-oriented frameworks that selectively apply
cryptographic protection to metadata while preserving essential system functionality.

Threat Model and Problem Statement

In information and communication systems, file metadata is generated and processed
automatically throughout the data lifecycle, often without explicit user control, which
significantly increases its exposure to unauthorized analysis [26]. In the considered threat
model, adversaries may lack access to encrypted content but can observe or extract metadata.
Such adversaries include network observers, malicious insiders, cloud providers, or low-
privileged malware [27].

Metadata alone can enable profiling, traffic analysis, and inference of sensitive relationships
through attributes such as timestamps, identifiers, file sizes, and structural information. Active
attacks may further manipulate metadata to falsify provenance or disrupt automated
processing. Existing security architectures primarily protect content data, while practical
defenses based on metadata removal or obfuscation often degrade functionality and fail to
provide cryptographic security guarantees [23,25]. Consequently, there is a need for
systematic, algorithm-based metadata protection methods that ensure confidentiality,
integrity, controlled access, and resistance to inference attacks while preserving system
interoperability.

Conclusion and Future Work
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This paper addressed the problem of file metadata exposure in modern information and
communication systems, where metadata often represents a significant source of
confidentiality and privacy risks. Unlike traditional security approaches that focus primarily on
content protection, this study emphasized metadata as an independent security object
requiring dedicated protection mechanisms.

A cryptographic metadata protection approach based on structured classification and selective
encryption was proposed. By combining symmetric and asymmetric algorithms, the proposed
method ensures confidentiality, integrity, and controlled access to sensitive metadata while
preserving interoperability and system functionality. The analysis shows that, compared to
metadata removal and obfuscation techniques, the proposed approach provides stronger
security guarantees with minimal computational and storage overhead.

Future work will focus on enhancing metadata sensitivity assessment through adaptive and
intelligent classification techniques, as well as integrating fine-grained access control
mechanisms for multi-user environments. Further experimental validation in large-scale and
heterogeneous systems, including cloud platforms and electronic government infrastructures,
is also planned.
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